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To:   State Colleges and Universities  

From:   Office of the Secretary of Higher Education 

Date:   January 25, 2023 

Subject:  Prohibited and High-Risk Software on State-Provided or Managed Devices 

 

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC), along with the 

Office of Information Technology (OIT), has developed a list of technology vendors, software 

products, and services presenting an unacceptable level of cybersecurity risk. As a result, NJCCIC 

has implemented a policy that prohibits the acquisition, installation, and use of software products 

and services that present high cybersecurity risks. This policy applies to all State Departments, 

Agencies, Commissions, Boards, Bodies, and other instrumentalities, including State colleges and 

universities.  

 

As of January 9, 2023, the following software vendors, products, and services are prohibited: 

1. Huawei Technologies 

2. Zhejiang Dahua Technology Co., Ltd., also doing business as Dahua 

3. Hangzhou Hikvision Digital Technology Co., Ltd., also doing business as Hikvision 

4. Tencent Holdings LTD, including but not limited to  

a. WeChat 

b. QQ 

c. QQ Wallet 

5. Alibaba products, including but not limited to: 

a. AliPay 

b. Alibaba.com Mobile Apps 

6. Hytera 

7. ZTE Corporation 

8. ByteDance LTD., including but not limited to TikTok 

9. Kaspersky Lab 

 

This list will be continuously monitored, updated, and posted to the NJCCIC website: cyber.nj.gov. 

Impacted State entities are encouraged to check this website regularly to ensure compliance with 

the policy.  

As applicable, State colleges and universities must:  

A. Remove any of the above-referenced software products from State-owned, provided, or 

managed systems and devices; 

https://www.cyber.nj.gov/
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B. Implement network-based restrictions to prevent the use of, or access to, prohibited 

software or services; 

C. Implement measures to prevent the installation of any of the above-referenced high-risk 

software products on State-owned or managed technology assets; and 

D. Develop and implement plans to include the risks associated with use of any of the above-

referenced high-risk software products, as well as supply chain security, into cybersecurity 

awareness and training programs.  

 

Institutions should review the U.S. Department of Commerce Bureau of Industry and Security’s 

Lists of Parties of Concern, the International Trade Association’s Consolidated Screening List, 

and Section 889 of the National Defense Authorization Act (NDAA) prior to contracting with a 

technology vendor.  

 

Additional information can be found in the attached OHSP Circular:  

https://nj.gov/infobank/circular/23-01-NJCCIC-OIT-DPP.pdf  

 

 

https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern
https://www.trade.gov/consolidated-screening-list
https://smartpay.gsa.gov/content/ndaa-section-889
https://nj.gov/infobank/circular/23-01-NJCCIC-OIT-DPP.pdf
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